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Today a team of security researchers several software analysis methods that, when used for

malicious purposes, have the potential to improperly gather sensitive data from many types of computing
devices with many different vendors’ processors and operating systems.

Intel is committed to product and customer security and to responsible disclosure. We worked closely
with many other technology companies, including AMD, ARM Holdings and several operating system
vendors, to develop an industry-wide approach to mitigate this issue promptly and constructively.

For facts about these new exploits, and steps you can take to help protect your systems and information
please visit:

Systems with microprocessors utilizing speculative execution and indirect branch prediction may allow
unauthorized disclosure of information to an attacker with local user access via a side-channel analysis of
the data cache.
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Most modern operating systems are impacted. Intel recommends checking with your Operating System
Vendor(s) for updates or patches.
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https://security.googleblog.com/2018/01/todays-cpu-vulnerability-what-you-need.html
https://www.intel.com/content/www/us/en/architecture-and-technology/facts-about-side-channel-analysis-and-intel-products.html
https://www.intel.com/content/www/us/en/architecture-and-technology/facts-about-side-channel-analysis-and-intel-products.html

Along with other companies whose platforms are potentially impacted by these new methods, including
AMD and ARM, Intel has worked with operating system vendors, equipment manufacturers, and other
ecosystem partners to develop software updates that can help protect systems from these methods. End
users and systems administrators should check with their operating system vendors and apply any
available updates as soon as practical.
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