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SUM

On January 3, 2018, a team of security researchers disclosed several software analysis methods that,
when used for malicious purposes, have the potential to improperly gather sensitive data from many
types of computing devices with many different vendors’ processors and operating systems.

On Jul 10, 2018, additional research disclosed related variations of these methods.

Protecting our customers’ data and ensuring the security of our products is a top priority for Intel and we
will continue to work with customers, partners and researchers to understand and mitigate any
vulnerabilities that are identified.

o Systems with microprocessors utilizing speculative execution and branch prediction may allow
unauthorized disclosure of information to an attacker with local user access via a side-channel
analysis.

¢ 7.1 High CVSS:3.0/AV:L/AC:L/PR:N/UI:N/S:C/C:H/I:N/A:N

o Systems with microprocessors utilizing speculative execution and branch prediction may allow
unauthorized disclosure of information to an attacker with local user access via a speculative
buffer overflow and side-channel analysis.

¢ 7.1 High CVSS:3.0/AV:L/AC:L/PR:N/UI:N/S:C/C:H/I:N/A:N
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Most modern operating systems are impacted. Intel recommends checking with your Operating System
Vendor(s) for updates or patches.
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Along with other companies whose platforms are potentially impacted by these new methods, including
AMD and ARM, Intel has worked with operating system vendors, equipment manufacturers, and other
ecosystem partners to develop software updates or developer guidance that can help protect systems
from these methods. End users and systems administrators should check with their operating system
vendors and apply any available updates as soon as practical.
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