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The Need for Confidential Computing
Closes a major gap in the Data Protection Continuum
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Government Financial Services Retail Healthcare Industrial and Edge

Collaborative 
Analytics

Confidential AI Privacy-preserving 
AdTech

Privacy-preserving 
Blockchains

Data and Software 
IP
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https://www.intel.com/content/www/us/en/content-details/765368/advance-insights-with-artificial-intelligence-powered-by-intel-business-brief.html?DocID=765368
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Situation

Novartis Biome develops diagnostic 
models and therapies for rare 

diseases. Rare disease information is 
sparse and dispersed across multiple 

hospitals and research institutions

Challenge

Patient information is private and 
highly regulated.

Hospitals do not want to move data 
off-prem or disclose private records 

to BeeKeeperAI or Novartis

Solution

An Intel® SGX-enabled BeeKeeperAI 
node installed onprem at each hospital 

analyzes private data and updates master 
model weights in the cloud. Neither 

Novartis nor BeeKeeperAI personnel ever 
see or store regulated health records

Accelerating Development of Clinical AI Algorithms

https://www.intel.com/content/www/us/en/customer-spotlight/stories/beekeeperai-customer-story.html
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Situation

Rapidly proliferating keys and 
certificates require strong protection 

and centralized management.
HSM solutions are expensive and 

cloud solutions rely on CSP security 
and compliance.

Challenge

Build a scalable, software-based 
key management system with 

HSM-like security that is 
technologically isolated from its 

cloud host

Solution

Fortanix bases its Self-Defending KMS 
software on Intel® SGX to protect keys 

and certificates from external adversaries 
and the cloud provider and helps

ensure the owner’s secrets remain under 
their control

Confidential AI Data Intel Security Solution - Fortanix

https://www.intel.com/content/www/us/en/architecture-and-technology/sgx-product-offerings/fortanix-confidential-ai.html
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Situation

How to ensure the security of 
enterprise data and privacy is a 

common problem faced by database 
and hardware manufacturers

Challenge

Traditional data encryption technology 
only encrypts hard disk storage and 

network transmission, and its 
effectiveness is based on the premise 

that the server control authority has not 
been leaked. If the control of the server is 
intercepted, the data in use can be stolen 

or modified by a third party

Solution

Chuanglin Technology and Intel jointly 
launched a graph database data 

encryption solution, using Intel® SGX 
memory encryption. It guarantees the 

ultimate performance of Galaxybase, thus 
creating a memory-safe graph database 

product.

https://www.galaxybase.com/news/detail?id=298
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Intel® Software Guard 
Extensions (Intel® SGX)

Application isolation

Intel® Trust Domain 
Extensions (Intel® TDX)

Intel® Tiber  Trust 
Services formerly Intel® 

Trust Authority

Virtual machine isolation Independent trust 
verification services for 

multi-cloud & hybrid cloud

*Intel® TDX available through select cloud providers
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Intel® Tiber  Trust Services is a new portfolio of software and services that brings enhanced security and 
assurance to Confidential Computing with Zero Trust principles

In its first generation, it offers an independent attestation service that attests to Trusted Execution 
Environments (TEEs) that are based on (Intel® SGX) and (Intel® TDX)

Implement the tenets of Zero Trust without incurring the cost and 
complexity of building your own attestation service

Independent Scalable Easy to Deploy

Product Brief

Noname Case Study Thales Case Study Zscaler Case Study

What That Means Video

Learn More

https://www.intel.com/content/www/us/en/content-details/788131/put-zero-trust-within-reach-and-get-public-cloud-flexibility-with-private-cloud-security.html?DocID=788131
https://www.intel.com/content/www/us/en/content-details/788220/content-details.html
https://www.intel.com/content/www/us/en/content-details/788781/thales-and-intel-collaborate-to-enhance-trust-in-confidential-computing-solution-brief.html
https://www.intel.com/content/www/us/en/content-details/788125/zscaler-deploys-confidential-computing-with-intel-trust-authority-to-scale-zero-trust-across-the-cloud.html?DocID=788125
https://www.youtube.com/watch?v=BCZYOPOGrYc
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1 2 3

• Set up or request from your 
cloud infrastructure provider a 
confidential computing 
environment (TEE) instance 
based on Intel® SGX for 
workloads or Intel® TDX for 
virtual machines (VMs)

• Identify and enable workloads to run 
in these confidential computing 
environments

• This can be done at an application 
level with Intel® SGX (facilitated by 
Gramine or another client library) or 
at a VM level with Intel® TDX

• Subscribe to get an Intel® Trust 
Authority attestation key

• Insert the key into the client library 
on the workload (Intel® SGX) or 
VM (Intel® TDX) so it can 
communicate directly with the 
SaaS to verify the TEE

https://www.intel.com/content/www/us/en/software/trust-and-security-solutions.html
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Commercially Supported Solutions Build It Yourself

Commercial Solution Providers Curated, Ready-to-Deploy 
Containers (through Q1’23)*

Developer Tools

Systems Integrators

* Available on Azure Marketplace

5.13 & later vSphere 8

Hypervisors (SGX)

https://azuremarketplace.microsoft.com/en-us/marketplace/apps?search=sgx&page=1
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Intel® TDX is available on 4th Gen Intel® Xeon® Scalable instances in public preview through 

three leading cloud providers

*Intel® TDX becomes generally available with 5th Gen Intel® Xeon® Scalable processor in 2024

Intel® TDX is enabled on the following guest OS vendors 

Click on the logos below for more information on each cloud provider’s offering

*public preview TBA

https://www.alibabacloud.com/help/en/ecs/user-guide/build-a-tdx-confidential-computing-environment
https://cloud.google.com/blog/products/identity-security/confidential-vms-on-intel-cpus-your-datas-new-intelligent-defense
https://azure.microsoft.com/en-us/blog/azure-confidential-computing-on-4th-gen-intel-xeon-scalable-processors-with-intel-tdx/
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Cloud Service Providers
Click on logos for more info

More information

OEMs
Click on logos for more info

Training & Documentation

Training Videos Technical Library Solution Brief

Get Started

Intel® Software Guard Extensions 
(Intel® SGX)

Intel® Trust Domain Extensions 
(Intel® TDX)

More information

Documentation

Trust Domain Security Guidance for 
Developers

Get Started

Intel® Trust Domain Extension (Intel® 
TDX) Module Download Beta

Intel® Trust Domain Extension (Intel® 
TDX) Loader

https://www.intel.com/content/www/us/en/developer/tools/software-guard-extensions/overview.html
https://www.intel.com/content/www/us/en/developer/tools/software-guard-extensions/training.html
https://www.intel.com/content/www/us/en/developer/technical-library/overview.html?f:@stm_10184_en=%5BIntel%C2%AE%20Software%20Guard%20Extensions%20SDK%5D
https://www.intel.com/content/www/us/en/products/docs/processors/xeon-accelerated/sgx-solution-brief.html
https://www.intel.com/content/www/us/en/developer/tools/software-guard-extensions/get-started.html
https://azure.microsoft.com/en-us/solutions/confidential-compute/
https://blog.cloudsigma.com/intel-confidential-computing/
https://www.ibm.com/cloud/confidential-computing
https://us.ovhcloud.com/bare-metal/intel-software-guard-extensions/
https://gcore.com/cloud/intel-sgx
https://phoenixnap.com/security/confidential-computing
https://www.swisscom.ch/en/about/news/2020/12/09-secure-file-exchange.html
https://www.hpe.com/us/en/insights/articles/boosting-security-with-trusted-execution-environments-2102.html
https://www.supermicro.com/en/products/x12
https://www.intel.com/content/www/us/en/developer/articles/technical/intel-trust-domain-extensions.html
https://www.intel.com/content/www/us/en/developer/articles/technical/software-security-guidance/best-practices/trusted-domain-security-guidance-for-developers.html
https://www.intel.com/content/www/us/en/developer/articles/technical/software-security-guidance/best-practices/trusted-domain-security-guidance-for-developers.html
https://www.intel.com/content/www/us/en/download/738875/intel-trust-domain-extension-intel-tdx-module.html
https://www.intel.com/content/www/us/en/download/738875/intel-trust-domain-extension-intel-tdx-module.html
https://www.intel.com/content/www/us/en/download/738874/intel-trust-domain-extension-intel-tdx-loader.html?wapkw=TDX
https://www.intel.com/content/www/us/en/download/738874/intel-trust-domain-extension-intel-tdx-loader.html?wapkw=TDX
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Intel® SGX Intel® TDX
AMD SEV-

SNP
AWS Nitro 
Enclaves

Conf. Comp 
on Nvidia 
H100 GPU

Cloud infrastructure provider’s hardware/firmware, hypervisor and cloud 
management stack excluded from trust boundary ⚫ ⚫ ⚫ ⚫

Available through multiple cloud providers to facilitate multi-sourcing ⚫ ⚫
1

⚫ ⚫

Designed to accommodate legacy applications with low or no porting,  
re-design or re-packaging ⚫ ⚫ 

2

Attestation of hardware authenticity & correct TEE launch ⚫ ⚫ ⚫ ⚫ ⚫

Attestation of integrity of software image loaded in TEE ⚫ 
3


3

⚫

Confidential data only accessible by designated application code; VM admin, 
Guest OS, other apps and cloud stack excluded from access ⚫

Deployable on “bare metal” servers without virtualization ⚫ ⚫

Hardware-based, cryptographic memory integrity option for additional 
Rowhammer protection ⚫

Compatible with Intel® Tiber  Trust Services ⚫ ⚫

Competitive Data Sources as of March 2023 Link, Link Link, Link, Link Link

1 Intel® TDX instances coming online at select cloud providers in 2023; Availability timing will vary
2 No or low changes for legacy code running on GPU. Portions of the workload that use the CPU would need to incorporate a CPU-based TEE and a means of protecting PCIe communications.
3 Not an inherent capability of available hardware technology but is feasible as value-added capability delivered by the cloud or attestation service provider.

https://www.amd.com/system/files/TechDocs/SEV-SNP-strengthening-vm-isolation-with-integrity-protection-and-more.pdf
https://techcommunity.microsoft.com/t5/apps-on-azure-blog/announcing-public-preview-of-confidential-containers-on-azure/ba-p/3755623
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave.html
https://docs.aws.amazon.com/enclaves/latest/user/security.html
https://docs.aws.amazon.com/enclaves/latest/user/building-eif.html
https://www.nvidia.com/en-us/data-center/solutions/confidential-computing/
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Education

Understand the value of 
Confidential Computing and how 
it is necessary for many end user 

apps to leverage in order to 
ensure their environment is safe & 
to enable multi-party computation

Engagement

Connect with your Intel 
Representative to understand 
more about Intel Confidential 

Computing Technical 
Portfolio in the ecosystem
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Get Started with Intel® Partner Alliance

Intel Partner Alliance membership gives you exclusive business-building 
opportunities, like entry to our global marketplace, advanced training, and promotional 

support – all tailored to your needs

Training and 
Competencies

Admission to Intel® Partner 
University provides you with 

specialized training on advanced 
technologies, competency 

programs and rewards for learning

Marketing Resources

Entry to the Intel® Solutions 
Marketplace and the Intel® 

Marketing Studio helps you create 
more demand for your products and 

services

Valuable Rewards

Earn points for your qualifying 
activities, advance your 

membership status and get access 
to additional resources to build your 

business

If you’re not already a Member
Join Now

https://www.intel.com/content/www/us/en/secure/forms/ipa-self-registration.html
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Benefits of a Membership

Membership unlocks powerful marketing development funds and incentive programs to accelerate your product marketing success

Speak to your Intel Representative to learn about Intel Partner Alliance Accelerator Initiatives and more Financial Incentives

Earn Points

One of the most popular and 
differentiated benefits within Intel® Partner 

Alliance are points we award partners to 
recognize their business results with Intel 

and their engagement in high priority 
activities.

There are over 1,000 ways to earn points 
within Intel Partner Alliance, and 100’s of 

redemption opportunities.

Cloud Insider Community Industry Insights

Intel® Cloud Insider Community 
offers continuously refreshed, 

world-class cloud content and tools. 
Members have the opportunity to 

connect with peers and the 
ecosystem to take innovative, joint 

cloud solutions to market

Learn More

Gold and Titanium members can 
access specifically curated 

quarterly industry insights to help 
fuel their growth

Learn More

https://www.intel.com/content/www/us/en/secure/partner-alliance/community/cloud/overview.html
https://partneruniversity.intel.com/learn/catalog?ctldoc-catalog-0=field10-_8~se-%22industry%20insights%22
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https://supporttickets.intel.com/supportrequest?lang=en-US&productId=198229:11123
https://www.intel.com/content/www/us/en/secure/partner-alliance/help/overview.html




26

https://www.intel.com/content/www/us/en/partner-alliance/community/cloud/cloud-tv-security-in-the-cloud-video.html
https://www.intel.com/content/www/us/en/partner-alliance/community/cloud/cloud-tv-security-ashley-video.html
https://www.intel.com/content/www/us/en/partner-alliance/community/cloud/cloud-tv/sapphire-rapids-in-the-cloud.html
http://intel.com/cloudtv
https://www.intel.com/content/www/us/en/partner-alliance/community/cloud/cloud-tv/security-challenges-video.html
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This curriculum is optimized for cloud solution architects with at least two 
years of experience implementing solutions in the cloud

https://learning.intel.com/cloudu/learn
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Confidential Computing 30-3-30 The State of Confidential Computing

An Introduction to Cloud Security

A New Paradigm of Performance & Cybersecurity

Security Begins with Intel

Confidential Computing Overview 

Security is a challenge

Protecting Data and Models 
within Emerging AI Workflows

https://www.intel.com/content/www/us/en/content-details/766725/data-protection-compliance-and-sovereignty-with-intel-confidential-computing-30-3-30-for-partner-use.html?DocID=766725
https://www.intel.com/content/www/us/en/newsroom/news/state-confidential-computing.html#gs.351vhk
https://www.intel.com/content/www/us/en/cloud-computing/cloud-security.html
https://www.linkedin.com/pulse/new-paradigm-performance-cybersecurity-intels-4th-gen-chuck-brooks
https://community.intel.com/t5/Blogs/Products-and-Solutions/Security/Security-Begins-with-Intel-at-RSA-Conference-2023/post/1479631
https://www.intel.com/content/www/us/en/security/confidential-computing.html
https://www.intel.com/content/www/us/en/content-details/781419/video-security-is-a-challenge.html?DocID=781419
https://moorinsightsstrategy.com/wp-content/uploads/2023/08/Intel-Protecting-Data-and-Models-Within-Emerging-AI-Workloads-By-Moor-Insights-And-Strategy.pdf
https://moorinsightsstrategy.com/wp-content/uploads/2023/08/Intel-Protecting-Data-and-Models-Within-Emerging-AI-Workloads-By-Moor-Insights-And-Strategy.pdf
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Accelerated AI Inference 
with Confidential Computing

Accelerate innovation and 
enhance data protection with 

Intel® Security Engines

Intel Developer Zone Newsletter

Intel Community

Security Community Partners

Intel Security Accelerators Video

How to Defeat Cloud Security 
Threats

New

Enabling Sovereign Landing Zones with 
Confidential Computing

New

https://cdrdv2-public.intel.com/777286/accelerated-ai-inference-with-confidential-computing-fortanix-solution-brief.pdf
https://cdrdv2-public.intel.com/777286/accelerated-ai-inference-with-confidential-computing-fortanix-solution-brief.pdf
https://www.intel.com/content/www/us/en/content-details/781534/accelerate-innovation-and-enhance-data-protection-with-intel-security-engines.html
https://www.intel.com/content/www/us/en/content-details/781534/accelerate-innovation-and-enhance-data-protection-with-intel-security-engines.html
https://www.intel.com/content/www/us/en/content-details/781534/accelerate-innovation-and-enhance-data-protection-with-intel-security-engines.html
https://www.intel.com/content/www/us/en/developer/newsletter-subscribe.html
https://community.intel.com/
https://www.intel.com/content/www/us/en/security/community-partners.html
https://www.intel.com/content/www/us/en/cloud-computing/resources/zero-trust-strategy-video.html
https://www.intel.com/content/www/us/en/content-details/781422/how-to-defeat-cloud-security-threats.html?DocID=781422
https://www.intel.com/content/www/us/en/content-details/781422/how-to-defeat-cloud-security-threats.html?DocID=781422
https://www.intel.com/content/www/us/en/content-details/783855/enabling-sovereign-landing-zones-with-confidential-computing.html?DocID=783855
https://www.intel.com/content/www/us/en/content-details/783855/enabling-sovereign-landing-zones-with-confidential-computing.html?DocID=783855
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4th Generation Intel® Xeon® 
Scalable Processors

Cloud Solution Architect (CSA) 
Tech Talk: Reduce TCO and 

Improve Efficiency with 4th Gen 
Intel® Xeon® Scalable 

Processors 

Cloud Solution Architect (CSA) 
Tech Talk: Accelerating Critical 
Workloads with 4th Generation 

Intel® Xeon® Scalable 
Processors

Competencies and Certifications

https://edc.intel.com/content/www/us/en/products/performance/benchmarks/4th-generation-intel-xeon-scalable-processors/
https://edc.intel.com/content/www/us/en/products/performance/benchmarks/4th-generation-intel-xeon-scalable-processors/
https://partneruniversity.intel.com/learn/course/internal/view/classroom/12235/live-webinar-cloud-solution-architect-csa-tech-talk-reduce-tco-and-improve-efficiency-with-4th-gen-intelr-xeonr-scalable-processors-one-live-session-asmo-emea
https://partneruniversity.intel.com/learn/course/internal/view/classroom/12235/live-webinar-cloud-solution-architect-csa-tech-talk-reduce-tco-and-improve-efficiency-with-4th-gen-intelr-xeonr-scalable-processors-one-live-session-asmo-emea
https://partneruniversity.intel.com/learn/course/internal/view/classroom/12235/live-webinar-cloud-solution-architect-csa-tech-talk-reduce-tco-and-improve-efficiency-with-4th-gen-intelr-xeonr-scalable-processors-one-live-session-asmo-emea
https://partneruniversity.intel.com/learn/course/internal/view/classroom/12235/live-webinar-cloud-solution-architect-csa-tech-talk-reduce-tco-and-improve-efficiency-with-4th-gen-intelr-xeonr-scalable-processors-one-live-session-asmo-emea
https://partneruniversity.intel.com/learn/course/internal/view/classroom/12235/live-webinar-cloud-solution-architect-csa-tech-talk-reduce-tco-and-improve-efficiency-with-4th-gen-intelr-xeonr-scalable-processors-one-live-session-asmo-emea
https://partneruniversity.intel.com/learn/course/internal/view/elearning/11815/cloud-solution-architect-csa-tech-talk-accelerating-critical-workloads-with-4th-generation-intelr-xeonr-scalable-processors-sapphire-rapids-recorded-webinar
https://partneruniversity.intel.com/learn/course/internal/view/elearning/11815/cloud-solution-architect-csa-tech-talk-accelerating-critical-workloads-with-4th-generation-intelr-xeonr-scalable-processors-sapphire-rapids-recorded-webinar
https://partneruniversity.intel.com/learn/course/internal/view/elearning/11815/cloud-solution-architect-csa-tech-talk-accelerating-critical-workloads-with-4th-generation-intelr-xeonr-scalable-processors-sapphire-rapids-recorded-webinar
https://partneruniversity.intel.com/learn/course/internal/view/elearning/11815/cloud-solution-architect-csa-tech-talk-accelerating-critical-workloads-with-4th-generation-intelr-xeonr-scalable-processors-sapphire-rapids-recorded-webinar
https://partneruniversity.intel.com/learn/course/internal/view/elearning/11815/cloud-solution-architect-csa-tech-talk-accelerating-critical-workloads-with-4th-generation-intelr-xeonr-scalable-processors-sapphire-rapids-recorded-webinar
https://partneruniversity.intel.com/pages/99/competencies-certifications
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Topic -- Audience

3 Key Technologies to Grow Your Cyber Security Resilience
DevOps, Cloud Architects – Confidential Computing

End to End Security for IOT Solutions
DevOps

Edge to Cloud Security
DevOps, Cloud Architects

Virtual Private Cloud, Cloud Networking and Cloud Security
DevOps

Security Value in Intel® Products and Solutions
ALL

Securing Applications in the Cloud 
DevOps

Security in Cloud Computing 
DevOps, Cloud Architects

Topic - Audience

Virtual Private Cloud, Cloud Networking and Cloud Security
DevOps, Cloud Architects

Security in the Business Conversation
Cloud Architects, C-Suite

An Encryption Primer for Intel Architecture
DevOps

Security Value in Intel® Products and Solutions
DevOps, Cloud Architects

https://partneruniversity.intel.com/learn/course/internal/view/elearning/5368/3-key-technologies-to-grow-your-cyber-security-resilience
https://partneruniversity.intel.com/learn/course/internal/view/elearning/3919/end-to-end-security-for-iot-solutions
https://partneruniversity.intel.com/learn/course/internal/view/elearning/5421/edge-to-cloud-security
https://partneruniversity.intel.com/learn/course/internal/view/elearning/3503/virtual-private-cloud-cloud-networking-and-cloud-security
https://partneruniversity.intel.com/learn/course/internal/view/elearning/4506/security-value-in-intelr-products-and-solutions?cid=em&source=elo&campid=cbu_WW_chipap_EMNL_EN_2023_CloudCommNL-June_C-MKA-29834_T-MKA-37514&content=cbu_WW_chipap_EMNL_EN_2023_CloudCommNL-June_C-MKA-29834_T-MKA-37514&elq_cid=11097850&em_id=92856&elqrid=b754b36ee90e4d28875c95396bbd460c&elqcampid=57203&erpm_id=12636584
https://partneruniversity.intel.com/learn/course/internal/view/elearning/4495/securing-applications-in-the-cloud?cid=em&source=elo&campid=cbu_WW_chipap_EMNL_EN_2023_CloudCommNL-June_C-MKA-29834_T-MKA-37514&content=cbu_WW_chipap_EMNL_EN_2023_CloudCommNL-June_C-MKA-29834_T-MKA-37514&elq_cid=11097850&em_id=92856&elqrid=b754b36ee90e4d28875c95396bbd460c&elqcampid=57203&erpm_id=12636584
https://partneruniversity.intel.com/learn/courses/13754/security-in-cloud-computing
https://partneruniversity.intel.com/learn/course/internal/view/elearning/3503/virtual-private-cloud-cloud-networking-and-cloud-security
https://partneruniversity.intel.com/learn/course/internal/view/elearning/4490/security-in-the-business-conversation
https://partneruniversity.intel.com/learn/course/internal/view/elearning/4501/an-encryption-primer-for-intel-architecture
https://partneruniversity.intel.com/learn/course/internal/view/elearning/4506/security-value-in-intelr-products-and-solutions
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Security Training Links 

Topic --  Audience

How to Enable Intel® Hardware Shield Security Features
DevOps – End Point Security

https://partneruniversity.intel.com/learn/course/internal/view/elearning/5478/how-to-enable-intelr-hardware-shield-security-features
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