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What is Confidential Computing?

Confidential Computing allows for the extraction of insights or training of Al models using sensitive data without
exposing that data to other software, collaborators or your cloud provider

This provides an array of possibilities for businesses to harness data that was previously too sensitive or requlated

to activate for analytics and other purposes

The confidential computing software
segmentis expected to be the largest and
fastest- growing market segment
followed by hardware and services

The Need for Confidential Computing
Closes a major gap in the Data Protection Continuum

Datain Use

{aj‘ Confidential Computing

_ Essentials of Confidential Computing

In just a few short years, confidential computing
has gained wide attention and momentum as a
powerful new way to provide end-to-end
protection of in-use code and data

/Rerest Group®

According to the Everest Group, this “next frontier in data
security ... is poised for exponential growth.”

The global market, $1.9 billion in 2021, is expected to
grow at a compounded annual rate of 40% - 95%
through 2026, driven by cloud and security projects.

intel.


https://www.intel.com/content/www/us/en/content-details/823558/mailer-essentials-of-confidential-computing.html?wapkw=confidential%20computing&DocID=823558

Confidential Computing Market Forecast

Expected to Grow Exponentially, Driven by Cloud Security
and Privacy-Preserving Multiparty Computation

CAGR 65%

2021-2026

$24B

38%

” life sciences
$8B  pmEaN -

1% Public sector
$28B 10%
7% S Manufacturing
2021 2024 2026
IDC MARKET
INSIGHT

Source: 2021 Confidential Computing Consortium
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Confidential Computing Market

The confidential computing software segment is expected to be the largest and fastest- growing market
segment followed by hardware and services

. Hardware . Software . Services

SERVICES SUB-SEGMENTS CAGR = 100-105%

Global system integrators (% contribution) In-house services practices of ISVs (% contribution)

8-10% 90-92%

Confidential computing TAM, by technology segment
Percentage, CY 2021-26

100% = US$1.9-2bn US$16-18 bn US$52-54 bn

e Services remain limited to early proofs of concept with minimal solutions or service offerings
e The majority of services demand is likely to be fulfiled by in-house services practice of ISVs

SOFTWARE SUB-SEGMENTS CAGR = 90-95%

Cloud service providers (% contribution) Enablement software ISVs (% contribution)

83-85% 15-17%

e The enablement software segment consists of technologies used to adopt and manage TEEs and TEE-based
applications

e As the market matures, the contribution of enablement software is expected to rise

e Assumes a pricing premium of 1.5-2x regular compute for CSPs in 2021 with normalization over time

57-59%
62-64%

70-72% ‘ S ~ _
HARDWARE SUB-SEGMENTS CAGR = 100-1

Silicon chipset OEMs (% contribution) Assembled server OEMs (% contribution)

51-53% 47-49%

o Limited to no differential pricing in computing hardware for CC vs. regular will continue to drive the demand

o Contribution of silicon chipsets expected to outpace the assembled server market post 2024 owing to
increased adoption in cloud environments

View the full report: https://bit.ly/3GofMId

intel.
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https://bit.ly/3GofM1d

Confidential Computing Outcomes

Migrate to the Cloud & Activate Data
Knowing You're in Control

Even with confidential or requlated data

Collaborate with Multiple Parties on
Beneficial Shared Analyses

While maintaining privacy & compliance

Novartis / BeeKeeperAl

Strengthen Compliance & Data
Sovereignty Programs

With technological safeguards

Deutsche Telekom Sovereign Cloud

Harden Application Security
& IP Protection

Hardware-based isolation & access

controls

intel.
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®  Confidential Computing

Sectors & Use Cases

Sectors

Industrial and

Government Healthcare Eae

Financial Services

Use Cases
Collaborative Confidential Al Privacy-preserving Privacy-pres_erving Data and
Analytics Blockchains Software IP
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Confidential Computing Landscape
is Evolving Rapidly

Confidential Computing

Confidential Computing ) : : :
inclusive of Confidential Al

- » ' Capabllltles
Confidential Al =
Maps Directly

Helps prevent data exposure to unauthorized software or persons

I] Protects Al training or inference data from exposure or

to RegUIations manipulation

i Protects the Al model from tampering or theft inside an attested
Affecting = o
Customers

Strengthens cybersecurity against known and new threats such
I] as unpatched or Zero Day vulnerabilities and malicious insiders

intel.



Confidential Computing
Key AlUse Case

Multi-party machine learning

|_everage the power of machine learning without compromising the confidentiality and
privacy of sensitive customer data

Multi-party machine learning with confidential
computing can be especially useful in:

Healthcare Financial Services

can leverage the power of data can better predict potentially

to conduct more advanced fraudulent activities while also
research without exposing fighting money laundering

confidential patient information and the financing of terrorism

READ MORE
Business Brief |l

I
Busmess Bnef H
ik intel

Advance'ns \thh
Atrtificial Inteﬂ?;en del ' ' *‘
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https://www.intel.com/content/www/us/en/content-details/765368/advance-insights-with-artificial-intelligence-powered-by-intel-business-brief.html?DocID=765368

Customer Case Study

Healthcare

Collaborative Computing with Regulated Data

> Bee

Situation

Novartis Biome develops diagnostic
models and therapies for rare
diseases. Rare disease information is
sparse and dispersed across multiple
hospitals and research institutions

* Bee Al™

AlTM )

Challenge

Patient information is private and
highly regulated.
Hospitals do not want to move data
off-prem or disclose private records
to BeeKeeperAl or Novartis

“[Confidential computing platforms] allow us to reduce the cycle time to validate an
algorithm in half. It also cuts the costs almost in half. Those kinds of savings allow us train,
validate, and bring to market generalizable algorithms much faster. And, it will only get faster
and less costly as the technology and processes underlying CCP mature.” MaryBeth
Chalk, Co-founder and Chief Commercial Officer, BeeKeeperAl, Inc

Solution

An Intel® SGX-enabled BeeKeeperAl
node installed onprem at each hospital
analyzes private data and updates master

model weights in the cloud. Neither

Novartis nor BeeKeeperAl personnel ever

see or store regulated health records

Accelerating Development of
Clinical Al Algorithms
CASE STUDY



https://www.intel.com/content/www/us/en/customer-spotlight/stories/beekeeperai-customer-story.html
https://www.intel.com/content/www/us/en/customer-spotlight/stories/beekeeperai-customer-story.html

Customer Case Study - PRC

Financial Services

Software-as-a-Service Solution

Situation

Ant Group is developing LLMs to power
new financial solutions in China.
These include intelligent assistants for
both consumers and industry
professionals.

End customers can even use their data to
fine- tune the LLLMs, enhancing the value
of their assistants.

ONE PAGER

O Il

“Ant Group has built a complete confidential PaaS (Platform as a Service) product matrix on Alibaba
Cloud ECS instances: the confidential computing engine Occlum and the confidential computing

Challenge

Ant Group is exploring various ways to allow
customers to fine-tune its LLLMs with their
own data, however, they must ensure to:
* Maintain the confidentiality of
proprietary and customer data
+  Protectintellectual property (IP)
*  Strengthen compliance with regulations

O

Solution

On Alibaba Cloud Elastic Compute Service
(ECS) g8iinstances, Ant Group built a
confidential platform-as-a-service (PaaS) product
matrix. The company used 4th Gen Intel® Xeon®
Scalable processors with Intel® Trust Domain
Extensions (Intel® TDX), a hardware-based
trusted execution environment (TEE) that helps
secure customer data and Ant Group Al models

while in use.

Ant Group Develops

Confidential Computing for

Financial SaaS Solutions with

service KubeTEE. Based on this confidential PaaS, Ant Group also offers confidential SaaS
solutions for financial scenarios, such as the Ant Privacy-Enhancing Data Analytics Platform, Ant
PrivacyEnhancing Al Platform, and more.” — Shuang Liu, Ant Group, Confidential

Computing Team Lead

Intel Technologies
CASE STUDY

intel

Confidential Al

o0
Ant Group Develops Confidential
Computing for Financial SaaS Solutions
with Intel Technologies

intel.


https://www.intel.com/content/www/us/en/content-details/817774/case-study-ant-group-develops-confidential-computing-for-financial-saas-solutions-with-intel-technologies.html?wapkw=confidential%20computing&DocID=817774
https://www.intel.com/content/www/us/en/content-details/817774/case-study-ant-group-develops-confidential-computing-for-financial-saas-solutions-with-intel-technologies.html?wapkw=confidential%20computing&DocID=817774
https://www.intel.com/content/www/us/en/content-details/817774/case-study-ant-group-develops-confidential-computing-for-financial-saas-solutions-with-intel-technologies.html?wapkw=confidential%20computing&DocID=817774
https://www.intel.com/content/www/us/en/content-details/817774/case-study-ant-group-develops-confidential-computing-for-financial-saas-solutions-with-intel-technologies.html?wapkw=confidential%20computing&DocID=817774
https://www.intel.com/content/www/us/en/content-details/817779/customer-success-summary-ant-group-develops-confidential-computing-for-financial-saas-with-intel-technologies.html?wapkw=confidential%20computing&DocID=817779

Customer Case Study

High-Security Key Protection

i: Q
i
Situation Challenge
Rapidly proliferating keys and Build a scalable, software-based
certificates require strong protection key management system with
and centralized management. HSM-like security that is

HSM solutions are expensive and
cloud solutions rely on CSP security
and compliance.

—T1 1
()

Performance Remains High with Intel® SGX Enabled
Implementing a multiple-instance configuration provides significant
throughput gains. These performance enhancements are minimally
affected by enabling Intel® SGX, meaning that organizations can
simultaneously increase security and performance.

Strengthen data security while unlocking new value
>
READ MORE with confidential computing solutions

technologically isolated fromits

cloud host

Solution Design Brief

Solution

Fortanix bases its Self-Defending KMS
software on Intel® SGX to protect keys
and certificates from external adversaries
and the cloud provider and helps
ensure the owner’s secrets remain under
their control

Solution Design Brief intel

Data Centers | Confidential Computing
Intel Accelerated Solution

Securely Use Confidential Data with Intel®
Software Guard Extensions and Fortanix
Confidential Al

Business Challen “tual property and

competitive insight

intel.
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https://www.intel.com/content/www/us/en/content-details/781717/intel-security-solution-for-fortanix-confidential-ai-platform-v2-design-brief.html?DocID=781717
https://www.intel.com/content/www/us/en/content-details/822520/strengthen-data-security-while-unlocking-new-value-with-confidential-computing-solutions-fortanix.html?wapkw=confidential%20computing&DocID=822520
https://www.intel.com/content/www/us/en/content-details/822520/strengthen-data-security-while-unlocking-new-value-with-confidential-computing-solutions-fortanix.html?wapkw=confidential%20computing&DocID=822520

Enabling Sovereign Landing Zones
with Confidential Computing

Confidential Computing with Intel® Xeon® Scalable processors
Intel's broad portfolio of Confidential Computing technologies allows organizations to choose the level of security they need to

help meet their business needs and regulatory requirements

Intel is the only company that offers Confidential Computing solutions at both the application and the VM level

The power of Intel, Accenture, Scone, and cloud
service providers enables:

* Business transformations — design of fit-for-purpose solutions by the
COEs

* Enhanced confidentiality, integrity, consistency, scalability, and
resiliency

* Extremely secure instantiations of landing zones, including Scone CAS
and security guardrails

*  Automating the deployment pipeline to land workloads in their
respective landing zone

READ MORE

Enabling Sovereign

| anding Zones with

Confidential Computing

White Paper

Enabling Sovereign Landing Zones
with Confidential Computing

>
accenture

SCONTAIN

intel. 3


https://www.intel.com/content/www/us/en/content-details/783855/enabling-sovereign-landing-zones-with-confidential-computing.html?DocID=783855
https://www.intel.com/content/www/us/en/content-details/783855/enabling-sovereign-landing-zones-with-confidential-computing.html?DocID=783855
https://www.intel.com/content/www/us/en/content-details/783855/enabling-sovereign-landing-zones-with-confidential-computing.html?DocID=783855




4 Facts: Intel at the Foundation of Confidential Computing

8 Intel® Software Guard Extensions (Intel® SGX) on Intele Xeone processors is
</ | the first Confidential Computing solution introduced into the data center

1 Organizations have engaged with Intel to develop and deploy
</ \_) Confidential Computing services

oooom

(= p=g=
oj|looyo

II:||:u:u:| =
:
:

\/l is the estimated value of infrastructure deployed with Intel® SGX on
\J \) I Intele Xeone processors

Global cloud providers have committed to offer Intel® Trust Domain
@ .|. Extensions (Intel® TDX) on 4th Gen Intele Xeone processors in 2023

vy

3 (SIBMCloud €& - Alibaba Cloud

View video: Here inteL 15


https://www.intel.com/content/www/us/en/content-details/788120/four-facts-intel-at-the-foundation-of-confidential-computing.html

- Intel Offers the Most Comprehensive
Security Portfolio for Confidential Computing

Confidential computing with trusted execution environments (TEEs) helps protect data and Al models

With 4th and 5th Gen Intel® Xeon® processors, you can choose
from the most researched and updated confidential computing READ MORE
options in data centers on the market today

Intel® Tiber™ Trust Services

0 o] A |
Intel Software Guard — Intel | Trust Domain Formerly Intel® Trust Authority
Extensions (Intel® SGX) ) Extensions (Intel® TDX) ,
G G

Independent trust verification
services for multi-cloud &
hybrid cloud

Virtual machine isolation

T *Intel® TDX available through select cloud providers

Application isolation

Upto

PERFORMANCE &x higher VPP IPSec (1420B) throughput’
PROOFPO'NT with the new 5th Gen Intel Xeon Platinum 8592+ processor ._
compared to the 3rd Gen Intel Xeon Processor

1See [N13] at intel.com/processorclaims: 5th Gen Intel Xeon processors. Results may vary in t e I 16


https://www.intel.com/content/www/us/en/content-details/793689/help-secure-your-most-sensitive-data.html?wapkw=ai%20&DocID=793689

- Intel® Tiber™ Trust Services

formerly Intel® Trust Authority

Put Zero Trust Within Reach and Get Public Cloud Flexibility
with Private Cloud Security
Intel® Tiber ™ Trust Services is a new portfolio of software and services that brings enhanced security and assurance to

Confidential Computing with Zero Trust principles
In its first generation, it offers an independent attestation service that attests to Trusted Execution Environments (TEEs) that

are based on (Intel® SGX) and (Intel® TDX)

Implement the tenets of Zero Trust without incurring the cost and
complexity of building your own attestation service

H =

Independent Scalable Easy to Deploy

LEARN MORE
. . = intel Video
Product Brief : CASE STUD'ES
= Indepandent Attestation by Intel® Trust Authority i = -‘} Py . q
PrOdUCt Brlef Put Zero Trust Within Reach = elEsen Iogos feueElnte

and Get Public Cloud Flexibility . >

with Private Cloud Security - _'

’ - I\

intel. 7


https://www.intel.com/content/www/us/en/content-details/788131/put-zero-trust-within-reach-and-get-public-cloud-flexibility-with-private-cloud-security.html?DocID=788131
https://www.intel.com/content/www/us/en/content-details/788781/thales-and-intel-collaborate-to-enhance-trust-in-confidential-computing-solution-brief.html
https://www.intel.com/content/www/us/en/content-details/788125/zscaler-deploys-confidential-computing-with-intel-trust-authority-to-scale-zero-trust-across-the-cloud.html?DocID=788125
https://www.intel.com/content/www/us/en/content-details/788220/noname-api-security-and-intel-trust-authority.html
https://www.youtube.com/watch?v=BCZYOPOGrYc

Intel® TDX Availability

Intel® TDX is available on 4th and 5th Gen Intel® Xeon® Scalable instances in
public preview through three leading cloud providers

Click onthe logos below for more information on each cloud provider’s offering

- o

*public preview TBA

Intel® TDX is enabled on the following guest OS vendors

-9
W

5th genintel® Xeon®
WHITEPAPER> @ Alibaba Cloud ApsaraDB Confidential Database Empowered By Intel® TDX

intel.
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https://azure.microsoft.com/en-us/blog/azure-confidential-computing-on-4th-gen-intel-xeon-scalable-processors-with-intel-tdx/
https://www.alibabacloud.com/help/en/ecs/user-guide/build-a-tdx-confidential-computing-environment
https://cloud.google.com/blog/products/identity-security/confidential-vms-on-intel-cpus-your-datas-new-intelligent-defense
https://www.intel.com/content/www/us/en/content-details/818916/alibaba-cloud-apsaradb-confidential-database-5th-gen-intel-xeon-with-intel-tdx.html?wapkw=confidential%20computing&DocID=818916

Competitive Comparison

. Conf.Comp
INtel®SGX | Intel® TDX AMSNSPEV' AEVrYja':'/Zf onNvidia
H100 GPU

Cloud infrastructure provider’s hardware/firmware, hypervisor and cloud P P Py Py
management stack excluded from trust boundary

1
Available through multiple cloud providers to facilitate multi-sourcing o o ® ®
Designed to accommodate legacy applications with low or no porting, P PY o 2
re-design or re-packaging
Attestation of hardware authenticity & correct TEE launch [ ) [ ) o o o

: : . , . 3 3
Attestation of integrity of software image loaded in TEE o o o ®
Confidential data only accessible by designated application code; VM admin, ®
Guest OS, other apps and cloud stack excluded from access
Deployable on “bare metal” servers without virtualization o ®
Hardware-based, cryptographic memory integrity option for additional o
Rowhammer protection
Compatible with Intel® Tiber ™ Trust Services @ @
Competitive Data Sources as of March 2023

intel.


https://www.amd.com/system/files/TechDocs/SEV-SNP-strengthening-vm-isolation-with-integrity-protection-and-more.pdf
https://techcommunity.microsoft.com/t5/apps-on-azure-blog/announcing-public-preview-of-confidential-containers-on-azure/ba-p/3755623
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave.html
https://docs.aws.amazon.com/enclaves/latest/user/security.html
https://docs.aws.amazon.com/enclaves/latest/user/building-eif.html
https://www.nvidia.com/en-us/data-center/solutions/confidential-computing/

.
Intel Strength in Product Security Assurance

Peace of Mind / / = =

ABI Research ranked

Intel #1in Security Assurance based
on design practices, proactive
research and security support.!

Intel® TDX underwent more than a
year of intense security evaluation by —=
Google, Microsoft and 18 elite ethical |
hackers, with all findings addressed.!

In 2023, AMD reported 2.5X as 3

many vulnerabilities in their
Confidential Computing
firmware components and
features than Intel.!

Source: 2023 Intel Product Security Report intel. 20






Why Choose Intel for Confidential Computing”

Technology Options to Meet
Diverse Security Needs

Intel leads the silicon industry in

product security assurance'

Only Intel offers app isolation (Intel®
SGX), VM isolation (Intel® TDX), and

independent attestation (Intel®
Tiber™ Trust Services) so

customers can tune their solution to

meet business requirements

Broad Ecosystem
Deployment

Over 300 organizations have

engaged with Intel + 80Isvs
enabled on Intel platforms to
develop and deploy
Confidential Computing
services around the world?

Thttps://www.intel.com/content/www/us/en/security/security-as-a-component-of-tech.html
2https://www.intel.com/content/www/us/en/content-details/781567/four-facts-intel-at-the-foundation-of-confidential-computing.html

Access to Experts at Intel
and Solution Partners

G

Intel partners with dozens of ISVs and
cloud providers to offer hosting
services & software solutions,
including cutting-edge work on
Confidential Al

Intel experts are ready to assist
customers with solution architecture,
partner matching, POC resources,
and deployment troubleshooting

intel.
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Next Steps

Collaboration

by

earn more about Confidential
Computing and how working with Intel
can produce successful outcomes.

Confidential Al exists at the
intersection of Al and confidential
computing, designed to secure private
data and Al models.

Connect

Get Started Today

Connect with your Intel
representative to understand
more about Intel Confidential

Computing Technical
Portfolio in the ecosystem

intel.
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How to Access Intel® Partner Alliance

Customer Support
Intel Virtual Assistant Get Help “Blade”
This Chat Bot, located in the Submitan

bottom-right corner of each
Partner Alliance webpage,
provides self-help to most
questions or a quicklink to a
live support agent.

This link is found on the footer of
most pages within the Partner
Alliance website.

Partner Alliance “Get Help”
page

The page provides detailed self-

help guides on most of the tools and
benefits available to Partner Alliance
members.

intel.

AS)


https://supporttickets.intel.com/supportrequest?lang=en-US&productId=198229:11123
https://www.intel.com/content/www/us/en/secure/partner-alliance/help/overview.html

Cloud TV

Intel® Cloud TV explores cloud computing news, trends, and strategies to drive your success

. cloud tv

=" intel.tiber.
Trust Services

Confidential é @ "
Computing ' -
inte|
. il

How Intel® Trust Authority
Enhances Security

~ Confidential

"Computing -

3 intel.
. cloudtv

How Confidential Computing

Enhances Security

Security
Challenges
T N >

P — -
- —

Security Challenges
in the Cloud

intel.
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https://www.intel.com/content/www/us/en/partner-alliance/community/cloud/cloud-tv/confidential-compute-tdx-video.html
https://www.intel.com/content/www/us/en/partner-alliance/community/cloud/cloud-tv/confidential-compute-tdx-video.html
https://www.intel.com/content/www/us/en/partner-alliance/community/cloud/cloud-tv/intel-trust-authority-video.html
https://www.intel.com/content/www/us/en/partner-alliance/community/cloud/cloud-tv/intel-trust-authority-video.html
http://intel.com/cloudtv
https://www.intel.com/content/www/us/en/partner-alliance/community/cloud/cloud-tv/security-challenges-video.html
https://www.intel.com/content/www/us/en/partner-alliance/community/cloud/cloud-tv/security-challenges-video.html

Confidential Computing

Information and Resources

30-3-30

e Confidential Computing 30-3-30

» Data Protection, Compliance &
Sovereignty with Intel
Confidential Computing (Non-
Public)

[*]  Videos

* Confidential Computing Overview

* Security is a challenge

Research Paper

Protecting Data and Models within
Emeraing Al Workflows

Tech Articles

The State of Confidential Computing

An Introduction to Cloud Security

7| Blogs

A New Paradigm of
Performance &
Cybersecurity

*  Security Begins with
Intel

>=| Infographic

e How to Defeat Cloud
Security Threats

intel.
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https://www.intel.com/content/www/us/en/content-details/766725/data-protection-compliance-and-sovereignty-with-intel-confidential-computing-30-3-30-for-partner-use.html?DocID=766725
https://www.intel.com/content/www/us/en/secure/content-details/763042/data-protection-compliance-sovereignty-with-intel-confidential-computing.html?wapkw=confidential%20computing&DocID=763042
https://www.intel.com/content/www/us/en/secure/content-details/763042/data-protection-compliance-sovereignty-with-intel-confidential-computing.html?wapkw=confidential%20computing&DocID=763042
https://www.intel.com/content/www/us/en/secure/content-details/763042/data-protection-compliance-sovereignty-with-intel-confidential-computing.html?wapkw=confidential%20computing&DocID=763042
https://www.intel.com/content/www/us/en/newsroom/news/state-confidential-computing.html#gs.351vhk
https://www.intel.com/content/www/us/en/cloud-computing/cloud-security.html
https://www.linkedin.com/pulse/new-paradigm-performance-cybersecurity-intels-4th-gen-chuck-brooks
https://www.linkedin.com/pulse/new-paradigm-performance-cybersecurity-intels-4th-gen-chuck-brooks
https://www.linkedin.com/pulse/new-paradigm-performance-cybersecurity-intels-4th-gen-chuck-brooks
https://community.intel.com/t5/Blogs/Products-and-Solutions/Security/Security-Begins-with-Intel-at-RSA-Conference-2023/post/1479631
https://community.intel.com/t5/Blogs/Products-and-Solutions/Security/Security-Begins-with-Intel-at-RSA-Conference-2023/post/1479631
https://www.intel.com/content/www/us/en/security/confidential-computing.html
https://www.intel.com/content/www/us/en/content-details/781419/video-security-is-a-challenge.html?DocID=781419
https://moorinsightsstrategy.com/wp-content/uploads/2023/08/Intel-Protecting-Data-and-Models-Within-Emerging-AI-Workloads-By-Moor-Insights-And-Strategy.pdf
https://moorinsightsstrategy.com/wp-content/uploads/2023/08/Intel-Protecting-Data-and-Models-Within-Emerging-AI-Workloads-By-Moor-Insights-And-Strategy.pdf
https://www.intel.com/content/www/us/en/content-details/781423/how-to-defeat-cloud-security-threats-infographic.html?DocID=781423
https://www.intel.com/content/www/us/en/content-details/781423/how-to-defeat-cloud-security-threats-infographic.html?DocID=781423

Additional Resources

* Confidential Al at Intel

* Intel® Confidential Computing Solutions

* Intel® Software Guard Extensions (Intel®

SGX)

e |ntel® Trust Domain Extensions (Intel®

TDX)

intel. 28


https://www.intel.com/content/www/us/en/newsroom/resources/confidential-ai.html#gs.bsit7e
https://www.intel.com/content/www/us/en/security/confidential-computing.html
https://www.intel.com/content/www/us/en/products/docs/accelerator-engines/software-guard-extensions.html
https://www.intel.com/content/www/us/en/products/docs/accelerator-engines/software-guard-extensions.html
https://www.intel.com/content/www/us/en/products/docs/accelerator-engines/trust-domain-extensions.html
https://www.intel.com/content/www/us/en/products/docs/accelerator-engines/trust-domain-extensions.html
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Confidential Computing Training

Topic -- Audience

DevOps, Cloud Architects — Confidential Computing

DevOps, Cloud Architects

DevOps, Cloud Architects

Topic - Audience

DevOps, Cloud Architects

Cloud Architects, C-Suite

DevOps

DevOps, Cloud Architects

intel.
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https://partneruniversity.intel.com/learn/course/internal/view/elearning/5368/3-key-technologies-to-grow-your-cyber-security-resilience
https://partneruniversity.intel.com/learn/course/internal/view/elearning/3919/end-to-end-security-for-iot-solutions
https://partneruniversity.intel.com/learn/course/internal/view/elearning/5421/edge-to-cloud-security
https://partneruniversity.intel.com/learn/course/internal/view/elearning/3503/virtual-private-cloud-cloud-networking-and-cloud-security
https://partneruniversity.intel.com/learn/course/internal/view/elearning/4506/security-value-in-intelr-products-and-solutions?cid=em&source=elo&campid=cbu_WW_chipap_EMNL_EN_2023_CloudCommNL-June_C-MKA-29834_T-MKA-37514&content=cbu_WW_chipap_EMNL_EN_2023_CloudCommNL-June_C-MKA-29834_T-MKA-37514&elq_cid=11097850&em_id=92856&elqrid=b754b36ee90e4d28875c95396bbd460c&elqcampid=57203&erpm_id=12636584
https://partneruniversity.intel.com/learn/course/internal/view/elearning/4495/securing-applications-in-the-cloud?cid=em&source=elo&campid=cbu_WW_chipap_EMNL_EN_2023_CloudCommNL-June_C-MKA-29834_T-MKA-37514&content=cbu_WW_chipap_EMNL_EN_2023_CloudCommNL-June_C-MKA-29834_T-MKA-37514&elq_cid=11097850&em_id=92856&elqrid=b754b36ee90e4d28875c95396bbd460c&elqcampid=57203&erpm_id=12636584
https://partneruniversity.intel.com/learn/courses/13754/security-in-cloud-computing
https://partneruniversity.intel.com/learn/course/internal/view/elearning/3503/virtual-private-cloud-cloud-networking-and-cloud-security
https://partneruniversity.intel.com/learn/course/internal/view/elearning/4490/security-in-the-business-conversation
https://partneruniversity.intel.com/learn/course/internal/view/elearning/4501/an-encryption-primer-for-intel-architecture
https://partneruniversity.intel.com/learn/course/internal/view/elearning/4506/security-value-in-intelr-products-and-solutions
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