Installing and Configuring the TPM module

To integrate the TPM module, hardware-wise, follow these steps:

1. Turn off the power to the system, all drives, enclosures, and system components. Remove the power
cord(s).

2. Remove the server cover. For instructions, see your server system documentation.

3. Insert the standoff into the hole in the server/workstation board and insert the TPM module connector
into the connector in the board. To locate the TPM module connector and the hole on your
server/workstation board, see your server/workstation board documentation.

4. Press down gently but firmly to ensure that the module is properly seated in the connectors, and then
tighten the tamper resistant screw.

To configure the TPM module, follow these guidelines:

1. Restart the system into the BIOS.

2. Enable UEFI mode; this is under BIOS / Boot maintenance Manager / Advance Boot options / Boot Mode

Advanced Boot Options

3. Press: F10/ Press: Y / System reboots / Go to BIOS again
4. Once back into the BIOS, go into the Security tab, and set the Administrator Password.



5. Press: F10 / Press: Y / System reboots / Go to BIOS again

6. Once back into the BIOS, go back to Security tab, and hit Enter on “TPM2 Operation”, and on “Clear
TPM2 ClearControl (NO) + Clear”
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7. Press: F10 / Press: Y / System reboots

8. Press F12 and then, enter the BIOS, again.
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9. Once back into the BIOS, go into the Advance/ Integrated 10 configuration menu and activate “Intel (R)
VT for Directed 1/0”.
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10. Go into the Advance/Processor Configuration and enable both, the “Intel (R) Virtualization Technology
and “Intel (R) TXT” options:
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Note: If “Intel (R) TXT” field appears gray and cannot be modified (as shown in previous picture), you
need to save the changes (Pressing F10 and then Y), reboot and enter BIOS, again, to finally enable the
“Intel (R) TXT” option as shown below:
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11. Save the changes, exit the BIOS, and reboot the system into the Operating System. Thus, in order to see
the TPM 2.0 device as enable/usable, go into the Device Manager, under Security Devices, as shown
below:

% Device Manager - m] X
File Action View Help
e mE Hrel B EX

~v % WIN-LUK46CUZFEB
> [ Computer

3 uma Disk drives
» [ Display adapters L})
3 & DVD/CD-ROM drives
5 w3 Floppy disk drives
> [ Human Interface Devices
> *@m |DE ATA/ATAP| controllers
» Keyboards
> ﬂ Mice and other pointing devices
» [ Monitors
> [ Network adapters
> BY Other devices
> [ Portable Devices
> [ Ports (COM & LPT)
» = Print queues
> ] Processors
~ [y Security devices
B Trusted Platform Module 2.0
> & Storage controllers
5 K@ System devices
> i Universal Serial Bus controllers

Alternatively, go into the Windows Trusted Platform Module Management (cmd command: > tpm.msc);
under the Status section, you will see that the TPM is ready to be utilized, as shown below.

TPM Management on Local Computer
Configures the TPM and its support by the Windows platform
Overview -

Windows computers containing the Trusted Platform Module (TPM) securnty hardware provide enhanced security
features for applications. This snap-in displays information about the computer's TPM and allows jnistrators to
configure the device. It also allows administrators to view and manage commands understood by evice.

Status A

The TPM is ready for use.
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WARNING: Clearing the TPM causes you to lose all TPM keys and data protected by those keys.

TPM Manufacturer Information -

Manufacturer Name: IFX Manufacturer Version: 5.50 Specffication Version: 2.0




