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Intel® Server Boards S2600WFQ, S2600BPQ and S2600STQ will not

boot or install certain Linux* distributions due to an issue discovered
in the OS embedded Intel® Quick Assist Technology driver.

Affected Products

Product Code MM#

S2600WFQ 952645

S2600BPQ 948900

S2600STQ 957318
Description

Intel” has discovered an issue in which the host fails to boot or install certain Linux* distributions.

The failure might display a message as shown in the example below while loading the operating system:

L 41.0995801 Modules linked in: scsi_transport sas gat cbZx(+) ixgbe(+) intel gat uas ahci(+) authenc dca libahci ptp usb_stor
hge pps_core libata mdio wmi fjes sunrpc xts lrw gf128mul dm_crypt dm_round_robin dm_multipath dm_snapshot dm_bufio dm_mirror dm
region_hash dm_log dm_zero dm_mod linear raidl0 raid456 async_raidb_recov async_memcpy async_pg raidb_pg libcrc32c async_xorl

41.1000651 CPU: 4 PID: 1095 Comm: systemd-udevd Mot tainted 3.10.0-514.el?.x86_64 #1
[ 41.1000661 Hardware name: Intel Corporation S2600BPQ-SZ600BPQ, BIOS SESC6Z20.86B.00.01.0004.071220170215 07-12,2017

Root Cause

Full root cause of this issue has been identified. Intel has confirmed that the failure has no impact on system
performance, it only impacts the boot or installation process of certain Linux* distributions. In detail, when the
operating system is booting up or loading the installer, the in-kernel embedded Intel® QAT driver encounters an
unhandled error state, therefore the process stalls.

Corrective Action

This issue is resolved at the driver level.

Intel® has released an updated driver version v1.0.3.x (https://downloadcenter.intel.com/download/27023) that
corrects the issue. More details in the next section.

Red Hat*Enterprise Linux* will include the fix in RHEL* v7.4
SUSE* Linux* Enterprise Server will include the fix in SLES* v12 SP3
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https://downloadcenter.intel.com/download/27023

Recommended Customer Action / Workaround

Intel® developed a set of Installation Guides with step-by-step instructions to work around this issue and to load the
updated Intel® QAT driver v1.0.3.x. Please refer to these documents posted to Intel's Support Site, at the same
webpage where you obtain this Technical Advisory.

The following are overviews for two common Linux* distributions:

Red Hat* Enterprise Linux* v7.3
1. Append the text modprobe.blacklist=qat_c62x before the quiet option at the end of the 1inuxefi linein
the GRUB boot loader option
2. Upgrade the Intel® QAT driver

SUSE* Linux* Enterprise Server v12 SP2
1. Append the text modprobe.blacklist=qat_c62x at the end of the 1linuxefi line in the GRUB boot loader
option
2. Upgrade the Intel® QAT driver

If the Intel® QAT feature is not required, remove the in-kernel driver qat_c62x.ko (if it is present).
# rm /usr/lib/modules/  uname -r”/kernel/drivers/crypto/qat/qat_c62x/qat_c62x.ko

More information can be found in the Appendix A of the Intel® QAT Getting Started Guide HERE.
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https://01.org/sites/default/files/downloads/intelr-quickassist-technology/336212qatswgsg.pdf

INFORMATION IN THIS DOCUMENT IS PROVIDED IN CONNECTION WITH INTEL PRODUCTS. NO LICENSE, EXPRESS OR IMPLIED, BY
ESTOPPEL OR OTHERWISE, TO ANY INTELLECTUAL PROPERTY RIGHTS IS GRANTED BY THIS DOCUMENT. EXCEPT AS PROVIDED IN
INTEL'S TERMS AND CONDITIONS OF SALE FOR SUCH PRODUCTS, INTEL ASSUMES NO LIABILITY WHATSOEVER AND INTEL
DISCLAIMS ANY EXPRESS OR IMPLIED WARRANTY, RELATING TO SALE AND/OR USE OF INTEL PRODUCTS INCLUDING LIABILITY OR
WARRANTIES RELATING TO FITNESS FOR A PARTICULAR PURPOSE, MERCHANTABILITY, OR INFRINGEMENT OF ANY PATENT,
COPYRIGHT OR OTHER INTELLECTUAL PROPERTY RIGHT.

A "Mission Critical Application" is any application in which failure of the Intel Product could result, directly or indirectly, in personal
injury or death. SHOULD YOU PURCHASE OR USE INTEL'S PRODUCTS FOR ANY SUCH MISSION CRITICAL APPLICATION, YOU SHALL
INDEMNIFY AND HOLD INTEL AND ITS SUBSIDIARIES, SUBCONTRACTORS AND AFFILIATES, AND THE DIRECTORS, OFFICERS, AND
EMPLOYEES OF EACH, HARMLESS AGAINST ALL CLAIMS COSTS, DAMAGES, AND EXPENSES AND REASONABLE ATTORNEYS' FEES
ARISING OUT OF, DIRECTLY OR INDIRECTLY, ANY CLAIM OF PRODUCT LIABILITY, PERSONAL INJURY, OR DEATH ARISING IN ANY
WAY OUT OF SUCH MISSION CRITICAL APPLICATION, WHETHER OR NOT INTEL OR ITS SUBCONTRACTOR WAS NEGLIGENT IN THE
DESIGN, MANUFACTURE, OR WARNING OF THE INTEL PRODUCT OR ANY OF ITS PARTS.

Intel may make changes to specifications and product descriptions at any time, without notice. Designers must not rely on the
absence or characteristics of any features or instructions marked "reserved" or "undefined". Intel reserves these for future definition
and shall have no responsibility whatsoever for conflicts or incompatibilities arising from future changes to them. The information
here is subject to change without notice. Do not finalize a design with this information.

The products described in this document may contain design defects or errors known as errata which may cause the product to
deviate from published specifications. Current characterized errata are available on request.

Intel Corporation
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